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1.  EXECUTIVE SUMMARY

The age verification market stands at a critical crossroads. Regulatory mandates worldwide

demand robust verification systems, yet traditional solutions create a forced choice between

compliance and privacy—resulting in massive user abandonment and platform revenue loss.
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The Evidence: - UK enforcement of age verification requirements led to a 47% immediate de‐

cline in compliant platform traffic.¹ - VPN usage surged >1,400% as users sought privacy-

preserving workarounds.² - The global age verification market is projected to grow from 

$2.22 billion (2025) to $5.0 billion (2033)—driven by regulatory expansion.³

The Problem: Traditional age verification solutions collect, store, and process extensive

personally identifiable information (PII): names, addresses, birth dates, government ID

numbers, facial biometrics, and browsing patterns. This creates: - Privacy invasion that

drives user exodus - Data breach liability averaging $4.44 million per incident globally

($10.22 million in the U.S.)⁴ - GDPR compliance burdens requiring extensive data pro‐

cessing assessments - Competitive disadvantage for compliant platforms versus non-compliant

competitors

Lockette's Solution: Lockette represents the first commercially viable privacy-preserving age

verification system that combines: - Zero-Knowledge Proof (zk-SNARK) cryptography for

mathematical privacy guarantees⁵ - Session-based architecture providing "authenticate once,

access everywhere" convenience - Human validator network leveraging existing trusted pro‐

fessionals (bartenders, retail clerks, security staff) - Zero PII storage eliminating data breach

liability and GDPR obligations

Market Opportunity: Privacy-sensitive vertical markets represent a $1.22 billion addressable

market—24.4% of the total age verification sector. These high-value segments (adult content,

cannabis retail, reproductive healthcare) face the greatest regulatory pressure while suffering

the highest abandonment rates from privacy-invasive solutions.

Competitive Moat: Unlike incumbent competitors (Yoti, Onfido, Veriff, Jumio), Lockette's

revenue model derives from API usage rather than data monetization. This creates aligned

incentives: we make more money by storing less data. Competitors cannot replicate this

architecture without abandoning their existing business models, customer contracts, and data

assets.

Page 5



2. MARKET DEMAND EVIDENCE

2.1 UK Age Verification Law: Natural Experiment

The enforcement of the UK's Online Safety Act in July 2025 provides compelling real-world

evidence of user behavior when faced with privacy-invasive age verification requirements.

Key Findings:

The number of average daily visits to Pornhub fell from 3.2 million in July to 2.0 million in

the first nine days of August 2025—a 47% decline following implementation of age verifica‐

tion requirements.⁶

Over the same period: - XVideos traffic declined 47% - OnlyFans traffic declined 10%⁷

Verification Method Requirements (UK Law): - Uploading photo identification documents -

Entering credit card details - Facial recognition scans to confirm age⁸

User Response: Privacy-Seeking Behavior

Virtual Private Network (VPN) applications became the most downloaded apps on Apple's

App Store in the UK in the days after age verification rules were enforced.⁹

Proton VPN specifically reported a >1,400% increase in UK sign-ups on July 25, 2025

(measured hourly peaks).¹⁰

Analysis:

This natural experiment demonstrates that when users are required to surrender personal

information to access age-restricted content, approximately half abandon the compliant

platform entirely. This user exodus represents both:

Compliance risk for platforms (traffic/revenue decline)

Market opportunity for privacy-preserving solutions

As noted by Pornhub's spokesperson to the BBC:

1. 
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"As we've seen in many jurisdictions around the world, there is often a drop in traffic

for compliant sites and an increase in traffic for non-compliant sites."¹¹

Lockette's Value Proposition:

A privacy-preserving age verification solution eliminates the forced choice between compliance

and privacy, potentially recovering the 47% of users currently abandoning compliant plat‐

forms.

2.2 U.S. State-Level Age Verification Laws

While the UK provides the most dramatic recent evidence, U.S. states have been

implementing similar requirements:

States with Active Age Verification Legislation (as of 2025): - Louisiana (first implementa‐

tion) - Montana - Arkansas - Mississippi - Utah - Virginia - Texas¹²

Common Requirements: - "Reasonable age verification" (typically photo ID or credit card) -

Penalties for non-compliance ($5,000-$10,000 per violation) - Private right of action for

minors¹³

Industry Impact:

Multiple adult content platforms have geo-blocked access in states with strict ID requirements

rather than comply with privacy-invasive verification, further demonstrating the business

untenable nature of current solutions.¹⁴

3. REGULATORY ENVIRONMENT ANALYSIS

3.1 European Union: Online Safety and Age Verification

The EU Digital Services Act (DSA) requires platforms to implement age-appropriate design

and verification measures.¹⁵
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Key Provisions: - Very Large Online Platforms (VLOPs) must assess risks to minors - Age

verification required for age-restricted content - Compliance deadline: February 2024

(enforced 2025)¹⁶

3.2 GDPR Implications for Traditional Age Verification

The General Data Protection Regulation creates significant compliance challenges for age

verification solutions that process personal data:

Article 9: Special Categories of Personal Data - Biometric data (for unique identification) is

explicitly protected - Requires explicit consent and legal basis - Enhanced security and breach

notification requirements¹⁷

Privacy Impact Assessments Required: - 72% of advanced verification methods trigger

GDPR assessment requirements - 41% of retailers cite privacy regulations as top

implementation barrier¹⁸

Lockette's Advantage:

By storing zero personal data, Lockette eliminates GDPR data processing obligations. Math‐

ematical proof of non-storage provides categorical compliance rather than procedural compli‐

ance.

3.3 U.S. Federal Landscape

While no federal age verification law currently exists, multiple bills are under consideration:

Kids Online Safety Act (KOSA) – age verification for social media

Protecting Kids on Social Media Act – similar provisions¹⁹

Industry Perspective:

"The brewing battle for digital online age verification is intensifying as regulators

worldwide seek to protect minors online while balancing privacy concerns."²⁰ —

Forrester Research, 2025

• 

• 
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4. PRIVACY CRISIS: DATA BREACH LANDSCAPE

4.1 Financial Cost of Data Breaches

Global Average Cost (2025): $4.44 million USD per breach - Represents 9% decrease from

2024 all-time high - Mean time to identify and contain: 241 days (9-year low)²¹

United States Average Cost (2025): $10.22 million USD per breach - 9% cost surge from

2024 - All-time high for any geographic region - Driven by higher regulatory fines and

detection/escalation costs²²

Healthcare/Sensitive Data Breaches (2025): $7.42 million USD average - Down from $9.77

million in 2024 - Still highest-cost sector globally²³

4.2 Consumer Impact: Identity Theft & Fraud

U.S. Consumer Losses (2024): $27.2 billion USD to identity fraud - Represents 19% in‐

crease from 2023 - Identity theft accounts for 59% of all data breach incidents globally²⁴

Volume of Compromises (2025 H1): - 166 million individuals affected by data compromises -

1,732 total reported data compromises in first half of 2025 - Already represents 55% of full-

year 2024 total²⁵

4.3 Biometric Database Vulnerabilities

Biometric Data Exposure Events (2025): At least 17 known incidents involving: - Finger‐

print templates - Facial recognition databases - Biometric authentication systems²⁶

Case Study: India Aadhar Breach

India's national biometric database (Aadhar) containing personal data of nearly 1.1 billion

citizens was exposed in a security breach.²⁷
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Corporate Adoption Despite Risk: - 63% of companies have implemented or plan to

implement biometric systems²⁸

The Biometric Paradox:

Organizations deploy biometric systems for security, yet centralized biometric databases cre‐

ate catastrophic single points of failure. A single breach can compromise irreplaceable

biometric identifiers for millions.

Lockette's Architectural Solution:

Biometric templates in Lockette never leave the user's device. They are stored in hardware

Secure Enclaves (iOS) or Trusted Execution Environments (Android), making centralized

database breaches mathematically impossible.

5. COMPETITIVE ANALYSIS & TECHNICAL

DIFFERENTIATION

5.1 Current Market Solutions

Major Competitors: - Yoti (UK-based, founded 2014) - Onfido (acquired by Entrust 2024) - 

Veriff (Estonia-based) - AU10TIX (Israel-based) - Jumio (acquired by HID Global 2024)²⁹

Common Technical Approach: 1. User uploads government-issued photo ID 2. Facial recogni‐

tion match via selfie 3. Document authenticity verification (AI/human review) 4. Centralized

database stores verification status + identity data 5. API returns verification result to

requesting party

Shared Limitations:

All current solutions operate on a data collection architecture:
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ASPECT TRADITIONAL SOLUTIONS LOCKETTE

PII Storage
Name, address, DOB, photo, ID

number
Zero (none collected)

Biometric Data Uploaded to cloud for matching Never leaves device

Database

Target
High-value identity database Only anonymous hashes

GDPR Scope Extensive compliance obligations Zero data processing

User Friction Upload docs, wait for review (1-5 min) QR scan + biometric (<2 sec)

Breach Impact Mass identity theft risk No personal data to steal

Business Model Monetize identity verification
Monetize privacy

infrastructure

5.2 The Architectural Difference

Current competitors face an incentive misalignment:

Their Revenue Model Requires: - Processing identity documents (charge per verification) -

Storing verification history (sell compliance reports) - Identity reuse across platforms

(network effects)

Privacy Requirements Demand: - Minimal data collection - Data minimization principles -

Purpose limitation - Storage limitation

This creates fundamental tension: The more privacy-preserving the solution, the less valuable

the data asset, the weaker the business model.

Lockette's Aligned Incentives:
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Lockette's revenue derives from API usage, not data assets: - Customer pays per verification

query - No data retention required for revenue - Privacy enhancement increases market

differentiation - Regulatory advantage strengthens competitive position

We make more money by storing less data. This alignment is unique in the identity

verification market.

5.3 Technical Moat: Why Competitors Cannot Copy

Barrier 1: Validator Network Infrastructure

Lockette's model requires: - Physical validator presence (bartenders, bouncers, retail clerks) -

Employer approval workflow - QR code scanning integration - Real-world ID checking as pre‐

requisite

Competitors cannot add this retroactively because: - Their business model assumes remote,

digital-only verification - No physical touchpoint infrastructure - Sales model targets

enterprise IT buyers, not retail businesses

Barrier 2: Zero-Data Architecture

Current competitors have already built centralized databases: - Years of verification history

stored - Compliance frameworks assume data retention - Sales collateral emphasizes "robust

identity verification" (requires data) - Enterprise contracts include data access provisions

To match Lockette, they would need to: 1. Delete all existing data (contractual violations) 2.

Rebuild entire system architecture 3. Abandon revenue streams dependent on data access 4.

Retrain sales teams on opposite value proposition 5. Renegotiate all existing enterprise con‐

tracts

This is not a feature addition—it is a business model replacement.
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6. ACADEMIC RESEARCH ON PRIVACY-PRESERVING

SOLUTIONS

6.1 Zero-Knowledge Proofs: State of Research

Definition:

Zero-knowledge proofs (ZKPs) enable one party to prove to another that a statement is true

without conveying any information beyond the truth of the statement itself.³⁰

Foundational Research:

The concept was introduced by Goldwasser, Micali, and Rackoff in their seminal 1989 paper

"The Knowledge Complexity of Interactive Proof Systems," which demonstrated how one

party can prove knowledge of information without revealing the information itself.³¹

Application to Age Verification:

ZKPs theoretically allow users to prove they are over a certain age (e.g., 18+) without

revealing exact age, birthdate, or any other identifying information.³²

Academic Research Findings:

Positive Research (CNIL, 2022):

A proof-of-concept study by France's data protection authority demonstrated that combining

group signatures and zero-knowledge proofs could meet reliability, privacy, and security

requirements for age verification.³³

Critical Research (Brave Software, 2025):

Recent research highlights conceptual and practical limits: - Many protocols described as

"zero-knowledge" fail formal definitions - Soundness guarantees may be lacking - Deployment

complexity remains prohibitive - Narrow age ranges may inadvertently disclose information³⁴

University Research (Luxembourg, Münster, Milan):
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Collaborative research indicates: - Practical ZKP implementation remains very complex - Lack

of standardization limits widespread deployment - ZKPs do not guarantee privacy unless

applied carefully³⁵

6.2 zk-SNARKs: Practical Implementation

Technical Foundation:

Zero-Knowledge Succinct Non-Interactive Arguments of Knowledge (zk-SNARKs) represent

the most practical implementation of zero-knowledge proofs for real-world applications.

Key Academic Contributions:

Ben-Sasson et al. (2013) introduced SNARKs for C, enabling efficient zero-knowledge proofs

for general computations, making practical age verification systems feasible.³⁶

Groth (2016) presented the most efficient zk-SNARK construction to date, widely used in

privacy-preserving applications and forming the cryptographic foundation of modern zero-

knowledge systems.³⁷

Ben-Sasson et al. (2014) demonstrated practical implementations of zk-SNARKs for real-

world computing architectures, proving that theoretical cryptography could be deployed at

scale.³⁸

6.3 Biometric Privacy in Identity Systems

Academic Finding: Hardware-Backed Biometric Storage

Peer-reviewed research has validated that biometric templates stored in hardware security

modules (TEEs, Secure Enclaves) provide strong security guarantees:

"A novel biometric identification scheme based on zero-knowledge succinct non-inter‐

active argument of knowledge (zk-SNARK) reduces communication overhead and

protects fingerprint templates from disclosure."³⁹ — Guo et al., Security and Commu‐

nication Networks, 2022
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Key Technical Principle:

Biometric templates are mathematical hashes, not reversible images. When stored in tamper-

resistant hardware: 1. Cannot be extracted from device 2. Cannot be transmitted to external

parties 3. Cannot be reconstructed into original biometric data 4. Can verify identity locally

without exposing template⁴⁰

Lockette's Implementation:

Lockette leverages these peer-reviewed principles: - iOS: Secure Enclave (hardware-isolated

cryptographic processor) - Android: Trusted Execution Environment (TEE) with StrongBox -

Biometric templates never leave hardware boundary - Verification occurs on-device, only

boolean result transmitted

6.4 Privacy-Preserving Age Verification: Policy Research

New America Foundation Report (2025):

"Growing societal concerns about negative impacts of digital spaces on young people's

mental health and social connections have driven policy interest in age verification.

However, existing solutions create significant privacy trade-offs."⁴¹

Key Policy Findings: - Age verification mandates increasing globally - Privacy concerns from

civil liberties organizations - Technical solutions lag behind policy requirements - Need for

privacy-preserving alternatives is acute⁴²

Google Research (2025):

Google has integrated zero-knowledge proof technology into Google Wallet for age verifica‐

tion, with partners like Bumble participating, demonstrating industry adoption of ZKP techno‐

logy.⁴³

Industry Analysis:
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"The dual advantage of enabling robust identity verification while safeguarding

personal information remains an unsolved challenge for most platforms."⁴⁴ —

Biometric Update, May 2025

Lockette's Contribution:

Lockette represents one of the first practical deployments of privacy-preserving age verifica‐

tion principles at scale, bridging the gap between academic research and commercial imple‐

mentation.

7. MARKET SIZING & PROJECTIONS

7.1 Global Age Verification Market

Market Size (2025): $2.22 billion USD Projected Growth Rate: 15% CAGR (2025-2033) 

Projected Market Size (2033): $5.0 billion USD⁴⁵

Market Drivers: 1. Regulatory mandates (Online Safety Act, DSA, state laws) 2. Platform

liability concerns 3. Child safety advocacy 4. Brand protection for age-restricted sectors⁴⁶

Market Restraints: 1. Privacy concerns (primary barrier) 2. User friction and abandonment

3. Implementation complexity 4. Regulatory compliance costs⁴⁷

7.2 Privacy-Sensitive Vertical Markets

Adult Content Streaming (U.S.): - Market size: ~$15 billion USD annually - Privacy sensit‐

ivity: EXTREME - Age verification requirement: Universal - Lockette TAM: $750M+ (5%

capture of verification market)⁴⁸

Cannabis Retail (U.S. Legal Markets): - Market size: $33 billion USD (2024) - Verification

transactions: Every purchase - Privacy concern: Federal illegality stigma + employer drug

testing - Lockette TAM: $330M+ (1% of retail as verification infrastructure)⁴⁹
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Alcohol E-Commerce (U.S.): - Market size: $2.4 billion USD (2025) - Growth rate: 18%

CAGR - Verification requirement: Delivery + online ordering - Lockette TAM: $50M+ (2%

of e-commerce as verification services)⁵⁰

Reproductive Healthcare/Contraceptive Delivery (U.S.): - Market size: $1.8 billion USD

(contraceptive delivery market) - Privacy sensitivity: EXTREME (post-Dobbs legal environ‐

ment) - Age verification: Required for emergency contraception, certain products - Lockette

TAM: $90M+ (5% of market requiring verification)⁵¹

Total Addressable Market (TAM): - Combined privacy-sensitive sectors: $1.22 billion USD -

Represents 24.4% of total age verification market - Lockette's differentiator (privacy) is most

valuable in highest-TAM segments

7.3 Competitive Market Share Projections

Year 1 (2025-2026): - Target: 1 million verifications - Revenue: $30,000 (at $0.03/

verification average) - Market share: <0.1%

Year 2 (2026-2027): - Target: 50 million verifications - Revenue: $1.5 million - Market

share: ~1% of privacy-sensitive segment

Year 3 (2027-2028): - Target: 500 million verifications - Revenue: $10 million - Market

share: ~5% of privacy-sensitive segment

Assumptions: - Average verification price: $0.02 (blended across tiers) - Customer retention:

90% annually - Market growth: 15% CAGR - Privacy-sensitive segment growth: 20% CAGR

(regulatory acceleration)
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8. LOCKETTE'S ZERO-KNOWLEDGE ARCHITECTURE

8.1 Session-Based zk-SNARK System

Three Security States:

UNREGISTERED — No in-person validation has occurred for this app instance/

device/user combination

UNVALIDATED — Registration exists but session has expired; requires authentication

to start new session

VERIFIED — Active session; user authenticated recently; automatic verification via

instance ID

What Our Servers Store: - instanceID  — Anonymous unique identifier for this app

installation (contains no PII) - verificationKey  — Public key used to validate initial zk-

SNARK proof at registration - securityState  — Current state: UNREGISTERED / UN‐

VALIDATED / VERIFIED - restrictionLevel  — Age restriction status derived from

registration: 18+ / 21+ - sessionExpiry  — Timestamp when current verified session

expires - timestamps  — Record of session events, used to identify fraud patterns

What Your Device Stores: - instanceID  — Your anonymous verification identifier

(derived from hardware) - provingKey  — Private key used to generate initial zk-SNARK

proof at registration (never leaves device) - witness  — Your age verification credential,

secured in hardware (never exposed) - authMethod  — Authentication type: biometric or

password-based encryption - localSessionState  — Current verification status synced

with server

8.2 How Session-Based Verification Works

Initial Registration: During in-person validation, your device generates a zk-SNARK proof

demonstrating age eligibility without revealing identity. This proof is verified once and your

instance receives UNVALIDATED state.

1. 

2. 

3. 
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Session Authentication: When you first authenticate (biometric/password), your device noti‐

fies our servers. We upgrade your state to VERIFIED and set a session expiry. Your authen‐

tication never leaves your device—we only receive confirmation that authentication succeeded.

Seamless Verification: While VERIFIED, websites simply query our API with your instance

ID. We respond with boolean verification status. No proof generation. No authentication

required. Just instant confirmation.

Privacy Guarantee: This session model provides the convenience of "stay logged in" function‐

ality while maintaining zero-knowledge privacy guarantees. We never learn when, where, or

how you use age-restricted services—only that you have an active verified session.

8.3 Per-User Security Enforcement

Session authentication requires live credentials—either biometric or password. This prevents

device sharing, unauthorized use by minors, and credential theft.

Security Features: - Instance IDs are cryptographically bound to specific device hardware via

secure enclave - Authentication validates against the registered user's biometric template or

password hash - Biometric devices: Fingerprint/Face ID validation via hardware secure

enclave - Non-biometric devices: Password-derived key encryption with equivalent security

guarantees - No credential backup or "family sharing" bypass—one instance, one device, one

verified person - Sessions auto-expire after inactivity; keys expire requiring re-registration
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